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Cancer Registry Data Use Agreement
In order to ensure the confidence of the public regarding the confidentiality of information collected and maintained by North Dakota Health and Human Services [NDHHS], and to comply with state laws, this Data Use Agreement (“Agreement”), effective as of _______________,_______ (“Effective Date”), is entered into by and between __________________ (“Requester”) and NDHHS and applies to the use or disclosure of the file(s) containing “confidential data,” "protected health information," “personal information” or any data derived from that (those) file(s).

1. DEFINITIONS 
a. Breach. “Breach” shall generally have the same meaning as the term “Breach of the security system” at North Dakota Century Code (N.D.C.C.) § 51-30-01(1). 
b. Commissioner. “Commissioner” shall refer to the Commissioner of the North Dakota Department of Health and Human Services. 
c. Confidential Data. “Confidential Data” shall generally refer to PHI, health insurance information, medical information, or personal information, either individually or any combination thereof provided by NDHHS to Requester. 
d. Chief Information Officer. “Chief Information Officer” (CIO) shall refer to the Chief Information Officer at the North Dakota Information Technology Department
e. Health insurance information. “Health insurance information” shall have the same meaning as the term “health insurance information” at N.D.C.C. § 51-30-01(2). 
f. Medical information. “Medical information” shall have the same meaning as the term “medical information” at N.D.C.C. § 51-30-01(3), which may include PHI. 
g. Permitted Project. “Permitted Project” shall mean the project described in Section 4 of this Agreement. 
h. Personal information. “Personal information” shall have the same meaning as the term “personal information” at N.D.C.C. § 51-30-01(4)(a), which may include PHI. 
i. Protected Health Information. “Protected Health Information” (PHI) shall generally have the same meaning as the term “protected health information” at N.D.C.C. § 23-01.3-01(7) that requester creates, receives, maintains, or transmits on behalf of STATE.
j. Requester. “Requester” shall refer to the individual or entity identified in Section 3 of this Agreement. 
k. NDHHS. “NDHHS” shall refer to North Dakota Health and Human Services, its employees, agents, or assigns. 

2. DATA SET. This Agreement applies to the disclosure of the following NDHHS Confidential Data from the Cancer Registry:

Please specify the data files and/or information (including the “fields of health information” and demographic information) that are the subject of the request. Include the date rage for requested data set.

3. REQUESTER IDENTIFICATION INFORMATION:

Name: 
Title: 
Company/Organization: 
Street Address:
City, State and ZIP Code: 
Phone Number: 
Email: 

4. PERMITTED PROJECT. Requester represents and warrants that the Confidential Data described in section 2 above and disclosed under this Agreement may be used only for (1) the project and (2) the purposes described below:
(Describe briefly, but concretely, (1) the nature and (2) the purpose of the project. An additional description of the project may be incorporated by reference if it is attached to the DUA). 

5. Obligations of Requester. 
a. Requester shall not use or disclose Confidential Data except as disclosed in Section 4 “Permitted Project” herein, as required by law, or as otherwise authorized in writing by NDHHS.
b. Requester shall not use or disclose Confidential Data in a manner that would violate State or Federal law.
c. Requester shall not request, use, or disclose more than the minimum amount of Confidential Data necessary to accomplish the Permitted Project.

d. Requester shall not share, use, or disclose Confidential Data in any form via any medium with any third party beyond the boundaries and jurisdiction of the United States of America without express written authorization from NDHHS.
e. Requester shall ensure that any sub-contractors utilized to perform the Permitted Project that create, receive, maintain, or transmit Confidential Data on behalf of Requester agree to the same restrictions, conditions, and requirements that apply to Requester with respect to such Confidential Data.

f. Requester shall use appropriate safeguards to prevent use or disclosure of Confidential Data other than as provided for by this Agreement.
g. Requester shall document and maintain the Confidential Data required to provide for an accounting of disclosures of Confidential Data to NDHHS as necessary to satisfy NDHHS’s obligations under appropriate cybersecurity guidelines as designated by the ND Information Technology Department as required by N.D.C.C. ch. 54-59.

h. Requester and all sub-contractors shall make their internal practices, books, and records available to the Commissioner, CIO, and NDHHS for purpose of determining compliance with this Agreement.

6. The Confidential Data disclosed under this Agreement may be used only by the following individuals:

Name: 
Title: 
Organization: 

Name: 
Title: 
Organization: 

7. Requester may not: 
a. Use or further disclose the information disclosed under this Agreement, except as specified in this Agreement or otherwise required by law; 
b. Disclose any Confidential Data or aggregation of data from the Confidential Data covered by this Agreement, unless the data is de-identified using small numbers de-identification methodology; or
c. Make any attempt to identify any individual or link records included in the Confidential Data to any other individually identifiable information outside of the disclosure linkages in Section 4- Permitted Project without the express written authorization of NDHHS.

8. Requester agrees not to contact any individual whose Confidential Data is disclosed to the Requester under this Agreement without the express written authorization of NDHHS. 

9. Requester will use appropriate safeguards to prevent any use or disclosure of information except as provided in this Agreement.

10. Reporting To NDHHS

Requester shall report to NDHHS’s notice contact identified herein any use or disclosure of Confidential Data not provided for in this Agreement of which it becomes aware, including breaches as defined by N.D.C.C. § 51-30-01(1) and any Security Incident of which it becomes aware, immediately, and in no case later than ten (10) business days after the use or disclosure.
a. Security Incident. “Security Incident” means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system. For purposes of clarification of this Section, Security Incident includes use, disclosure, modification, or destruction of Confidential Data by an employee or otherwise authorized user of its system of which Requester becomes aware. Requester shall track all Security Incidents and shall report such Security Incidents in summary fashion as may be requested by the NDHHS.

i. Unsuccessful Security Incidents. Requester and NDHHS agree that this Agreement constitutes notice from Requester of such Unsuccessful Security Incidents. By way of example, NDHHS and Requester consider the following to be illustrative of Unsuccessful Security Incidents when they do not result in unauthorized access, use, disclosure, modification, or destruction of Confidential Data or interference with an information system:

1. Pings on Requester’s firewall;
2. Port Scans, which are attempts to log on to a system or enter a database with an invalid password or username;

3. Denial-of-service attacks that do not result in a server being taken off-line; and
4. Malware (e.g., worms, viruses).

b. Discovery of a Breach. If the use or disclosure amounts to a breach of unsecured Confidential Data, Requester shall ensure its report is made to NDHHS’s notice contact identified herein immediately upon becoming aware of the Breach, and in no case later than ten (10) business days after discovery. The Breach shall be treated as “discovered” on the first day which the Breach is known to the Requester or, by exercising reasonable diligence, would have been known to the Requester. For purposes of clarification of this Section, Requester must notify NDHHS of an incident involving the acquisition, access, use, or disclosure of Confidential Data in a manner not permitted under this Agreement within ten (10) business days after an incident even if Requester has not conclusively determined within that time that the incident constitutes a Breach as defined by N.D.C.C. § 51-30-01(1).
c. Investigation of Breach. Requester shall immediately investigate the Breach and report in writing within ten (10) business days to NDHHS with the following information:

i. Each Individual whose Confidential Data has been or is reasonably believed to have been accessed, acquired, or disclosed during the Incident;

ii. A description of the types of Confidential Data that were involved in the Breach (such as full name, social security number, date of birth, home address, account number);

iii. A description of unauthorized persons known or reasonably believed to have improperly used or disclosed Confidential Data or Confidential Data;

iv. A description of where the Confidential Data or Confidential Data is believed to have been improperly transmitted, sent, or utilized;

v. A description of probable causes of the improper use or disclosure;

vi. A brief description of what Requester is doing to investigate the Incident, to mitigate losses, and to protect against further Breaches;

vii. The actions Requester has undertaken or will undertake to mitigate any harmful effect of the occurrence; and
viii. A Corrective Action Plan that includes the steps Requester has taken or shall take to prevent future similar Violations.

d. Breach Notification.

i. Requester shall cooperate and coordinate with NDHHS in the preparation of any reports or notices to the Individual, required to be made under N.D.C.C. ch. 51-30, or any other federal or state laws, rules or regulations, including HIPAA, provided that any such reports or notices shall be subject to the prior written approval of NDHHS.
ii. NDHHS shall make the final determination whether the Breach requires notices to affected Individuals and whether the notices shall be made by NDHHS or Requester.

iii. For any notice regarding a Breach of unsecured Confidential Data caused by Requester that NDHHS is required to provide pursuant to N.D.C.C. ch. 51-30, Requester shall reimburse NDHHS for all costs associated with NDHHS’s obligation of notification or compliance.
e. Mitigation. Requester shall mitigate to the extent practicable, any harmful effects known to the Requester of a use, disclosure, or loss of Confidential Data by Requester in violation of the requirements of this Agreement, including, without limitation, any Security Incident or Breach of unsecure Confidential Data. Requester shall reasonably cooperate with the NDHHS’s efforts to seek appropriate injunctive relief or otherwise prevent or curtail such threatened or actual Breach, or to recover its Confidential Data, including complying with a reasonable Corrective Action Plan.

11. If Requester is in material breach of any requirement of this Agreement, and fails to comply with Section 10, the Requester must, at the request of NDHHS, return to NDHHS all information disclosed to the Requester under this Agreement, and destroy any copies of Confidential Data contained in, or any data sets created or derived from, Confidential Data provided under this Agreement.
12. Disclosure of the NDHHS data described in section 2 of this Agreement is authorized only as follows: 
Fill out if requestor is going to be using a subcontractor or there is a need to pre-approve disclosure. If not, then this can be removed. 
13. Requester may not amend the disclosures authorized under Section 12 of this Agreement without the express prior written authorization of NDHHS.

14. For each file, Requester shall pay the standard fee, if any, established by NDHHS.

15. In the event Requester makes an unauthorized disclosure of any Confidential or De-identified Data, or is otherwise in material breach of this Agreement, NDHHS may impose any or all of the following measures:

a. Request a formal response to an allegation of an unauthorized disclosure;
b. Require the submission of a corrective action plan formulated to implement steps to be taken to alleviate the possibility of any future unauthorized disclosure;
c. Require the return of the Confidential Data; and/or
d. Impose further restrictions on disclosure of NDHHS Confidential or De-identified Data to the Requester in question.

16. 	The Parties mutually agree that the data file(s) identified in Section 2 above (and/or any derivative file(s)) may be retained and used by the Requester until _______________,_______ ("retention date"). Requester agrees that on _______________,_______ the retention date, Requester must (1) return all protected health information disclosed under this Agreement to NDHHS, or (2) destroy any protected health information disclosed to the Requester and any derivative files containing protected health information and will certify to NDHHS  that Requester has accomplished these actions. 

17. 	If protected health information is disclosed in violation of this Agreement it may result in CIVIL OR CRIMINAL PENALTIES OR BOTH. For example-

a. If the information was received from the health care data committee a person may be subject to a civil penalty not to exceed $500 per day. N.D.C.C. § 23-01.1- 07.
b. If the information is a vital birth or death record, and the information is disclosed in violation of this Agreement, the person is guilty of an infraction. N.D.C.C. § 23- 02.1-32(2) (c).
c. If a public servant discloses protected health information in violation of the Agreement, the public servant may be guilty of a class C felony. N.D.C.C. § 12.1-13-01.
d. If the person disclosing information is a covered entity under the HIPAA privacy regulations, and the person knowingly and in violation of the regulations discloses individually identifiable health information to another person, they may be guilty of a criminal offense under 42 U.S.C. § 1320d. They also may be subject to civil money penalties of $100 per violation, up to $25,000 per person, per year for each requirement or prohibition of the privacy rule that is violated.

18. Warranty. Requester represents and warrants that the facts and statements made in this Agreement and any research project plan or other document submitted to NDHHS in support of this Data Use Agreement is complete and accurate.


SIGNATURES


	REQUESTER
	STATE OF NORTH DAKOTA

	
	Acting through its North Dakota Department of Health and Human Services	Comment by Hicks, Allyson M.: UND will need to update this signature block.

	BY:
	BY:

	Printed Name:
	Printed Name: 

	Title:
	Title: Director, Health Promotion & Chronic Disease Prevention

	Date:
	Date:
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	STATE OF NORTH DAKOTA

	Acting through its North Dakota Department of Health and Human Services

	BY:

	Printed Name: Allyson M. Hicks

	Title: Assistant Attorney General, General Counsel, Public Health Division

	Date:
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